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Safety

Safety notices

Safety notices may be printed throughout this guide. DANGER notices warn you of conditions or
procedures that can result in death or severe personal injury. CAUTION notices warn you of conditions or
procedures that can cause personal injury that is neither lethal nor extremely hazardous. Attention
notices warn you of conditions or procedures that can cause damage to machines, equipment, or
programs.

World trade safety information

Several countries require the safety information contained in product publications to be presented in their
translation. If this requirement applies to your country, a safety information booklet is included in the
publications package shipped with the product. The booklet contains the translated safety information
with references to the US English source. Before using a US English publication to install, operate, or
service this product, you must first become familiar with the related safety information in the Systems
Safety Notices, G229-9054. You should also refer to the booklet any time you do not clearly understand
any safety information in the US English publications.

Laser safety information

AllIBM Z° (Z) and IBM® LinuxONE (LinuxONE) models can use I/O cards such as FICON®, Open Systems
Adapter (OSA), InterSystem Channel-3 (ISC-3), RoCE Express, Integrated Coupling Adapter (ICA SR),
zHyperLink Express, or other I/O features which are fiber optic based and utilize lasers (short wavelength
or long wavelength lasers).

Laser compliance

All lasers are certified in the US to conform to the requirements of DHHS 21 CFR Subchapter J for Class 1
or Class 1M laser products. Outside the US, they are certified to be in compliance with IEC 60825 as a
Class 1 or Class 1M laser product. Consult the label on each part for laser certification numbers and
approval information.

Laser Notice: U.S. FDA CDRH NOTICE if low power lasers are utilized, integrated, or offered with end
product systems as applicable. Complies with 21 CFR 1040.10 and 1040.11 except for conformance with
IEC 60825-1 Ed. 3., as described in Laser Notice No. 56, dated May 8, 2019.

CAUTION: Data processing environments can contain equipment transmitting on system links with
laser modules that operate at greater than Class 1 power levels. For this reason, never look into the
end of an optical fiber cable or open receptacle. (C027)

CAUTION: This product contains a Class 1M laser. Do not view directly with optical instruments.
(co28)

© Copyright IBM Corp. 2017, 2020 v
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About this publication

This publication provides information that can be used to set up a broadband Hardware Management
Console (HMC) connection.

Note: Screen captures that appear in this publication may not be at the latest level. They are provided to
represent the task for reference and navigation purposes only.

Related HMC and SE console information

Hardware Management Console (HMC) and Support Element (SE) information can be found on the
console help system.

Accessibility

Accessible publications for this product are offered in EPUB format and can be downloaded from
Resource Link® at http://www.ibm.com/servers/resourcelink.

If you experience any difficulty with the accessibility of any IBM Z and IBM LinuxONE information, go to
Resource Link at http://www.ibm.com/servers/resourcelink and click Feedback from the navigation bar
on the left. In the Comments input area, state your question or comment, the publication title and
number, choose General comment as the category and click Submit. You can also send an email to
reslink@us.ibm.com providing the same information.

When you send information to IBM, you grant IBM a nonexclusive right to use or distribute the information
in any way it believes appropriate without incurring any obligation to you.

Accessibility features

The following list includes the major accessibility features in IBM Z and IBM LinuxONE documentation,
and on the Hardware Management Console and Support Element console:

« Keyboard-only operation

« Interfaces that are commonly used by screen readers

« Customizable display attributes such as color, contrast, and font size
« Communication of information independent of color

Interfaces commonly used by screen maghnifiers
- Interfaces that are free of flashing lights that could induce seizures due to photo-sensitivity.

Keyboard navigation

This product uses standard Microsoft Windows navigation keys.

Consult assistive technologies

Assistive technology products such as screen readers function with our publications, the Hardware
Management Console, and the Support Element console. Consult the product information for the specific
assistive technology product that is used to access the EPUB format publication or console.

IBM and accessibility

See http://www.ibm.com/able for more information about the commitment that IBM has to accessibility.

© Copyright IBM Corp. 2017, 2020 vii
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Revisions

A technical change from the previous edition of this document is indicated by a thick vertical line to the
left of the change.

Summary of changes

Minor updates were made to this publication to incorporate the latest IBM z15™ and IBM LinuxONE III
servers.

How to send your comments

Your feedback is important in helping to provide the most accurate and high-quality information. Send
your comments by using Resource Link at http://www.ibm.com/servers/resourcelink. Click Feedback on
the navigation bar on the left. You can also send an email to reslink@us.ibm.com. Be sure to include the
name of the book, the form number of the book, the version of the book, if applicable, and the specific
location of the text you are commenting on (for example, a page number, table number, or a heading).
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Chapter 1. Integrating the HMC's Broadband Remote
Support Facility into your Enterprise

Overview

There are number of options available to set up a broadband Hardware Management Console (HMC)
connection.

This document describes the security features built into the Hardware Management Console to support
broadband RSF, configuration options, and explains how to integrate security features in your Enterprise
to work with broadband Remote Support Facility (RSF). There are also instructions for setting up
broadband RSF from the Hardware Management Console.

The traditional Service Support System is no longer supported on HMC Version 2.15.0. Any references to
the IBM Service Support System refer to the enhanced IBM Service Support System.

Security features on the HMC

Broadband support on the Hardware Management Console (HMC) was designed with the understanding
that maintaining security of the system is a shared responsibility between IBM and the customer.

Following are built-in facilities on the Hardware Management Console:
- Data encryption using TLS

« Audit logs of outbound connections

- Isolation of Ethernet connections

« Hardware Management Console firewall.

Data encryption using Transport Layer Security

All data between the customer machine and IBM is encrypted using Transport Layer Security (TLS)
sockets. TLS technology ensures data confidentiality and integrity.

Audit logs of outbound connections

Audit logs are created for each outbound connection including the destination, common name of the
certificate of the destination, and the cipher suite used for encryption.

Isolation of Ethernet connections

There are multiple network interface cards available on the Hardware Management Console. This allows
you to isolate your Support Elements from any possible access on the enterprise LAN. IBM recommends
you use one of the Ethernet connections on each Hardware Management Console to connect to a private
Ethernet LAN that communicates with your CPCs and Support Elements. Another Ethernet connection on
the Hardware Management Console should connect to the enterprise LAN or corporate firewall that will in
turn connect to the Internet. Figure 1 on page 2 shows this type of configuration.

© Copyright IBM Corp. 2017, 2020 1
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Figure 1. Separating Ethernet adapters

In Figure 1 on page 2, the Hardware Management Console uses a second network card to physically
separate the local system network from the Internet-enabled network.

Hardware Management Console firewall

The Hardware Management Console is always protected by an internal firewall that allows outbound
traffic to the IBM Service Support System. The default is to block all inbound ports, which ensures that all
service communication is initiated by the HMC. The IBM Service Support System will never initiate an
Internet connection.

Specific ports are only enabled as needed based on the IP addresses of the defined CPCs and enabled
services (such as web browser access).

Integrating HMC broadband into your Enterprise

Outbound connections for service

A customer firewall that is connected to the Hardware Management Console must be configured to allow
outbound connections to the IBM Service Support System. All connections to the IBM Service Support
System are outbound connections to esupport.ibm.com port 443.

The set of specific IP addresses to which your system requires outbound connectivity depends upon
Internet protocol (IPv4 and IPv6).

For a list of these addresses, see “IP Addresses for the IBM Service Support System” on page 4. A list
of these IP addresses is also available in the online help information on the Hardware Management
Console. To view the help, click Help on the Outbound Connectivity Settings window in the Customize
Outbound Connectivity task.

Integrating the customer's firewall

The customer's firewall may also take advantage of Source Network Address Translation (SNAT) and
masquerading rules to conceal the Hardware Management Console's Internet address from the packets
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in the Internet. The firewall may also limit the specific IP addresses to which the Hardware Management
Console can connect.

Support for an HTTP proxy server

A customer may additionally require all traffic to go through a proxy server. In this case, the Hardware
Management Console connects directly to the proxy server, which initiates all communications to the
Internet (Figure 2 on page 3).

Internet IPv4
or IPv6

IBM Firewall IBM Servers

Figure 2. HMC broadband using a proxy server

To forward TLS sockets, the proxy server must support the basic proxy header functions (RFC 2616) and
the CONNECT method.

Optionally, basic proxy authentication (RFC 2617) or Microsoft NT LAN Manager (NTLM) may be
configured so that the Hardware Management Console authenticates before attempting to forward
sockets through the proxy server.

For the Hardware Management Console to communicate successfully, the HTTP proxy server or firewall
must allow outbound connections to port 443. The proxy server may limit the specific IP addresses to
which the Hardware Management Console can connect. For a list of these required IP addresses, see “IP
Addresses for the IBM Service Support System” on page 4.

Resolving IP addresses of IBM Service Support System

If you select the Resolve IBM IP addresses on console option, the HTTP connect request will direct your
proxy to connect directly to the set IP address in the “IP Addresses for the IBM Service Support System”
on page 4. In this case, your HMC must be configured to have a DNS. Note that the value selected in
Protocol to Internet from the Customize Outbound Connectivity task must reflect the Internet Protocol
used by the proxy to connect to the internet.

Note: For example, the Hardware Management Console may connect to your proxy using an IPvé
address, but the proxy may be configured to connect to the internet using IPv4. In this case, you would
enter the IPv6 address of your proxy server, but select IPv4 for Protocol to Internet from the Customize
Outbound Connectivity task.

Chapter 1. Integrating the HMC's Broadband Remote Support Facility into your Enterprise 3



If you do not select the Resolve IBM IP addresses on console option, the connect request will direct
your proxy to connect to the hostname, esupport.ibm.com as required. The actual outbound internet
protocol will be determined by the proxy server and its DNS services.

IP Addresses for the IBM Service Support System

A customer firewall between the Hardware Management Console and the Internet must be configured to
allow outbound connections to the IBM Service Support System. All connections to the IBM Service
Support System are outbound connections to esupport.ibm.com on port 443.

 Using IPv4 requires outbound connectivity to the following IP addresses:

- 129.42.54.189
- 129.42.56.189
- 129.42.60.189
 Using IPv6 requires outbound connectivity to the following IP addresses:

— 2620:0:6c0:200:129:42:54:189
— 2620:0:6c0:200:129:42:56:189
— 2620:0:6c2:200:129:42:60:189

Checklist for setting up broadband RSF connectivity

The following set of checklists shows how the Hardware Management Console and Site Security

Administrator teams might collaborate while configuring the HMC for broadband RSF.

Table 1 on page 4 is a planning checklist that the customer should complete before the site Security

Administrator arrives.

Table 1. Planning Checklist for setting up broadband RSF connectivity

Step

Description

Data

Status

1

Ensure that one of the HMC Ethernet adapters is
configured to the enterprise LAN (see “Isolation of
Ethernet connections” on page 1). Unless DHCP is

used, record the IP address to configure.

Use DHCP? Yes or No. If not:

IP address:

Network mask:

Record default gateway to corporate network.
Also, determine if you want to use RIP protocol for
the dynamic routing path. Please note that if you
use RIP protocol, you may not need to specify a
gateway address device in the User Interface.

Gateway Address:

Use RIP protocol? Yes or No

Record version of Internet used (IPv4 or IPv6).

Protocol to Internet:

Record the IBM Service Support System IP
addresses that will be used. (See “IP Addresses for
the IBM Service Support System” on page 4.)

Port: 443 IP addresses:

Contact your site's security administrator to
configure firewall permission to establish
outbound connections to port 443 using the IP
addresses from step 4.
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Table 1. Planning Checklist for setting up broadband RSF connectivity (continued)

Step Description Data Status

6 Contact your site's security administrator to Use HTTP proxy? Yes or No
determine whether the HMC is required to connect
to an HTTP proxy, and that the proxy conforms to
the requirements described in “Support for an
HTTP proxy server” on page 3.

Are you using an HTTP proxy? If yes, continue with
steps 7-10. If not, go to directly to step 11.

7 Record the Internet address and port number that |IP address:
will be used by the HMC to connect to the HTTP Port:

proxy.

8 Determine whether authentication is required to Use authentication? Yes or No
connect to the HTTP. If so, record the user ID and

password to be used by the HMC to connect to the
proxy. Password:

Connect User ID:

9 Determine whether the rules of the HTTP proxy
configuration at the customer installation permit IP
addresses to be used as the target of the
mod_proxy.

10 | If IP addresses are not permitted, then the setting | Resolve IBM IP addresses on
for Resolve IBM IP addresses on console must be | console: True or False

set to False, and you should contact your network
administrator to ensure that the proxy is
configured to a valid Domain Name Server (DNS).

11 |[Ifan HTTP proxy is not required (see step 6) or if Primary DNS Server IP address:
the settlpg for Resolve IBM IP addresses on Secondary DNS Server IP
console is True (see step 10), see your network address:

administrator to obtain the IP addresses of one or ’
more DNS servers to resolve internet addresses.
Record these addresses.

The steps in Table 2 on page 5 should be completed during the HMC installation process.

Table 2. Configuration Checklist for setting up broadband RSF connectivity

Step Description Data Status

1 In the Customize Network Settings task on the
HMC, click the LAN Adapters tab, and then click
Details. Configure the LAN Adapter using the data
from Step 1 of Table 1 on page 4.

2 Under the Name Servers tab, enter the DNS Server
IP addresses from Step 11 of Table 1 on page 4.

3 Under the Routing tab, add the data from Step 2 in
Table 1 on page 4

4 Configure outbound connectivity on the HMC, using
the data gathered from Steps 3, 6, 7, 8, and 10
from Table 1 on page 4

Chapter 1. Integrating the HMC's Broadband Remote Support Facility into your Enterprise 5



Table 2. Configuration Checklist for setting up broadband RSF connectivity (continued)

Step Description Data Status

5 Test connectivity to the IBM Service Support
System.

Configuration example for broadband RSF

This section contains one example of how to modify a Hardware Management Console (already set up as
a call home server using dial support) to use broadband.

The step numbers in Table 3 on page 6 correspond to the step numbers in the checklist in Table 1 on
page 4.

Table 3. Configuration example for broadband RSF

Step Configuration Question Configuration Answer

1 What is the IP address and network mask Not DHCP IP address: 9.60.15.64 Network
assigned for the HMC on the corporate Mask: 255.255.255.0
network?

2 What is the IP address of the default gateway | Gateway address: 9.60.15.254 Gateway

in the corporate network? Also, determine if | device: ethO
you yvant to use RIP protocol for the dynamic Use RIP Protocol? No
routing path.

3 Is the connection to the Internet IPV4 or Protocol to internet: IPv4
IPv6?
6 Is the connection through an HTTP proxy Proxy? Yes
server?
7 If so, what is its port and IP address? IP address: 9.60.12.45 Port: 8080
8 Does the HTTP proxy require authentication? | No authentication required
If so, what is the userid and password?
10 Should the proxy Connect be issued using IP [ Resolve IP addresses on console - True
addresses?
11 What are the DNS addresses available at your | Primary address: 9.0.3.1
installation?

Secondary address: 9.0.2.11

Note: Use the configuration answers from this configuration example table in the following procedures.

Configuring network settings on the HMC

1. Log on to the Hardware Management Console in ACSADMIN or SERVICE mode.
2. Open the Customize Network Settings task:

a. In the navigation pane in the left portion of the window, click HMC Management.

b. In the tasks pad in the bottom portion of the work pane, under Configuration, click Customize
Network Settings.

6 IBM Z: Broadband RSF



& | http=://9.60.15.64/hmc/connects/mainuiFrameset.jsp

Q@ SEARCH FAVORITES acsadmin w

IBM Hardware Management Console

Home

& B ©=0 Creats, view, copy, or delste print screen files Start an instant messaging dialog with another console

B welcome —=| Manage Web Services APILegs

Visw or off load web ssrvicss APl logs
B systems Management o

[ Ensemble Management

Security
% custom Groups s Audtt and Log Management [S] View Security Logs
B nmc management “—| View or off-load audit reports for configuration and log information =] view security logs
8
il service Management Archive Securty Logs Users and Tasks
P Archive the consele’s securty logs View the logged on users and the tasks they are running
e — User Management
L= Manage users, user roles, password rules, LDAP server definitions, user templates, and user
Change your login password
patterns
HMC Mobile = Customize Automatic Logen
l:l HIMC mobile access settings Customize the automatic logon settings for the console

= Cerlificate Management Manage SSH Keys
[ E ‘r;r'?:;?étm:mfy, delele, and import certificates used on the console, and view certificate signing gf Manage SSH Keys used for Secure FTP access

Domain Security
Change console's domain name o password

Configuration
User Settings

'/ Console Default User Settings
Customize the appearance of the workplace

Customize the default appearance of the workplace

m

ﬁ Configure Data Replication ﬁ Create Welcome Text

&"& Configure the Data Repiication settings for the HHC Customize the greeting displayed before logging on

% Customize API Settings
QmE Customize the Application Programming Interface for the console

= Customize Console Services ? Customize Network Settings

&"& Customize the enablement of various console services. View current network mwmn and change settings

Customize Console Date/Time
Customize the date and time

Object Locking Settings
Change the automatic locking of managed objects.

Customize Scheduled Operations
& Customize schedule of automated console operations.

‘Status: Exceplions and Messages
Configure Backup Settings
@ E =i Configure the backup settings

The Customize Network Settings window is displayed.

3. Click the LAN Adapters tab. If there are more than one LAN adapters listed, click on the Ethernet
LAN adapter that is connected to your corporate network (in this example, Ethernet ethO
00:10:6f:0d:5d:6b (9.60.15.64)).

gf Customize Network Settings

. _ LAN Mame )
Identification | Adapters | Services Routing

LAN Adapters

.Ethernet eth0 00:10:6f.0d:5d-6b (9.60 15 64) §
Ethernet eth1 00:10:6f.0d:5d:6¢c (9.60.14.64)

Details. ..

OK | | Cancel | | Help |

4. Click Details. The LAN Adapter Details window is displayed.

5. On the Basic Settings tab, select Specify an IP address. Enter the static IP address 9.60.15.64 and
the network mask 255.255.255.0 (from step 1 in Table 3 on page 6).
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gf LAN Adapter Details

Basic IPvE
Settings | Settings

— Local Area Network Information
LAN interface address:00:10:6f0d:5d:6b ethD
~- IPv4 Address

@ No IPv4 address
© Obtain an IP address automatically (DHCP)
@ Specify an |P address

TCP/IP interface address: |g_5[}_15_54

TCP/IP interface network mask:|255_255_255_[}

OK | Cancel | Help |

6. Click OK to save the information.
7. A Domain Name Service (DNS) must be configured on the HMC if:
« The outbound connection is direct from the HMC to IBM, or
» A proxy is defined, but IP address resolution is desired on the HMC.

Determine the appropriate Name Server(s) to use, and obtain them from your network administrator
(from step 11 in Table 3 on page 6). A minimum of 1 address is valid, but 2 DNS server addresses are
recommended, for reliability purposes.

8. If you need to configure a Domain Name Server (see previous step), click the Name Services tab.
Select Enable DNS. Add the IP addresses for the DNS servers to the search order.

Note: The first IP address entered will be the first one used in the search order. Subsequent IP
addresses will be used as secondary addresses.

The Domain Suffix Search Order may be specified, but no value is required for RSF name resolution.
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‘ gf Customize Network Settings

) _ LAMN Name i
Identification | Adapters | Services | Routing

VIEnable DNS

DNS Server Search Order
Select DNS Server Address
@ 9031
90211

Add | Remove | Move Up | Move Down

Domain Suffix Search Order
Select Domain Suffix
@ optional .abc.com

Add | Remove | Move Up | Move Down

OK | cancel | Help |

9. Click the Routing tab. Enter the default gateway address 9.60.15.254 and the gateway device ethO
(from step 2 in Table 3 on page 6). In the example below, route daemon is not enabled.

gf Customize Network Settings

) _ LAN Mame
Identification | Adapters | Services | Routing

~ Routing Information

Static Routes
Select Type Destination Gateway Subnet Mask Interface

Mew... | Change. .. | Delete

~ Default Gateway Information

Gateway address
19.60.15.254
Gateway device

letho =l

["|Enable 'routed'
OK | Cancel | Help |

Note: Use the value in Step 2 of Table 3 on page 6 to determine whether or not to select Enable
'routed’.
10. Click OK to save the information.
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11. The Network Settings Update window is displayed.
12. Click OK. A Question pop-up window may display.

Verifying your network setup

At this point, the Hardware Management Console network configuration is complete. One way to verify

that this is successful is to ping the default gateway.
Note: This may not be permitted in your installation.
Ifitis allowed:

1. Open the Network Diagnostic Information task:

a. In the navigation pane in the left portion of the window, click HMC Management.
b. In the tasks pad in the top portion of the work pane, click Network Diagnostic Information.

IBM Hardware Management Console

Home
<@ & &
HMC Management ( HIC Version
B Welcome

[H Systems Management 'J Hardware Messages
!l Display hardware messages from selected objects

[ Ensemble Management
Shutdown or Restart
Restart the application or shutdownirsstart the consle

= | Format Media
Format a USB flash memory drive

View Console Information
Display console's internal code change information

Tip of the Day
Display tips for using the console

lanage Print Screen Files
[y
€557 Create, view, copy, or delete print screen fles

E =] Manage web Services APl Logs
=l wiew or off-inad web services APl ogs

%) Custom Groups (!)
B umc management
& service Management

Tasks Index

Security

'+ Audit and Log Management
/—| View or off-oad audit reports for configuration and log information

Archive Securty Logs
Archive the console's securty logs

£ Change Fassword

Change your login password
HMC Mobie

El HMC mobik access settings

. Certificate Management

information

atus: Exceptions and Messages

E @ @8

Domain Security
Change console's domain name or password

Q. SEARCH FAVORITES

acsadmin w

View ¥ | [

@ Hetwork Diagnestic Infermation
Display network d%mslm information for the console
Remote Hardware Management Console

BB start a session to a remote Hardware Management Console

SaveiRestore Customizable Console Data
"D \iake or restore copy of console's customize data

View Licenses

(=] Read the licenses for the product

& gy "What's New

Fi Introduces the latest features of the console

g!j Console Messenger

2| | start an instant messaging dialog with another console

=] View Securty Logs
=| View security logs

Users and Tasks
View the logoed on users and the tasks they are running

User Management

lDJLDI 1ianage users, user roles, password rules, LDAP server definitions, user templates, and user

patierns

o= Customize Automatic Logon
Customize the automatic logon settings for the console

Manage S5H Keys

Create, modify, delete, and import certificates used on the console, and view certificate signing g{ Wanage SSH Keys used for Secure FIP access

i

The Network Diagnostic Information window is displayed.

2. On the Ping tab window, enter 9.60.15.254 (the default gateway address from step 2 in Table 3 on

page 6) and click Ping.

Egl Network Diagnostic Information

Ethernet

Settings | Address | Routes | ARP || Sockets

Ping || Interfaces

1P Native

TCP | Tables || UDP | DNS | Connections

TCFAR Address or Name fo Ring

+9.60.15.254

Ping

Cancel Help
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3. If the ping completes successfully, the message 5 packets transmitted, 5 received, 0%
packet lossis displayed. Continue with “Customizing outbound connectivity” on page 11.

& | https://9.60.15.64/hrnc/content?taskld=23&refresh=47 +w v -

%gl Network Diagnostic Information

Ethernet IP Native
Ping | Interfaces | Settings | Address | Routes | ARP || Sockets | TCP | Tables | UDP | DNS | Connections

TCP/IP Address or Name to Ping
{* 96015254 ‘

PING 9.60.15.254 (9.60.15.254) 100(128) bytes of data.

108 bytes from 9.60.15.254: icmp seg=1l ttl=255 time=0.216 ms
108 bytes from 9.60.15.254: icmp seg=2 ttl=235 time=0.208 ms

108 bytes from 9.60.15.254: icmp seqg=3 ttl=2535 time=0.212 ms

108 bytes from 9.60.15.254: icnp seg=4 ttl=255 time=0.263 ms

108 bytes from 9.60.15.254: icmp seg=3S ttl=2535 time=0.255 ms ‘
—— 59.60.15.254 ping statistics ——

5 packets transmitted, 5 receiwved, 0% packet loss, time 3999ms

rtt min/avg/max/mdev = 0.208/0.230/0.263/0.030 ms= ‘

Cancel w

4. If the ping does not complete successfully, here are some common things to check for:

« Ping not permitted to the gateway

« Wrong IP address or netmask setting in the Hardware Management Console

« Wrong default gateway IP address

 Properly seated Ethernet cable on the Hardware Management Console side or hub.
« Wrong Ethernet media speed. Try Auto-detection.

« Ethernet adapter card not recognized by the Hardware Management Console. Check resource name
of Ethernet card (in this example eth0) by clicking the Interfaces tab.

5. To validate the DNS set up, ping any external host name that supports the ping operation.

Customizing outbound connectivity
1. Log on to the Hardware Management Console in ENSADMIN, SYSPROG, or SERVICE mode.
2. Open the Customize Outbound Connectivity task:

a. In the navigation pane in the left portion of the window, click Service Management.

b. In the tasks pad in the bottom portion of the work pane, under Configuration, click Customize
Outbound Connectivity.
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Q_ SEARCH  FAVORITES  sysprog w

IBM Hardware Management Console

View ¥

0
Il service Management Manage Remote Support Facilty requests submitted by this console
Report a Problem

Report problem and reguest service for console

Home
|
Service Management ( HNC Version )
= Welcome
dware Messages =] Wiew Console Service History
B systems Management |__VW Hardware Message g ve Console Sen \ce.Hl tory
Display hardware messages from selected objscts. =l Display console's service history
[ Ensemble Management
Fibre Channel Analyzer Manage Remote Connections
Custom Groups = Display Fibre Channel Analyzer panel EE Manage remole connections being handled by Ihis console
B HmC Management
Manage Remote Support Reguests = 1] Format Media
Format a USB flash memory drive
7=

Tasks Index
[ Transmit Vital Product Data
22 send console’s VPD to IBM before hardware upgrade
View PV Records Transmit Console Service Data
@ Visw Problem Managment Viswable Records BB, send console's CSD o BY

Offioad Virtual RETAIN Data to Removable Media
Offioad saved RETAM problem data to Removable Media

[ Console Logs
[-5 View Console Tasks Performed

View Console Events -
=] Display the event log of the operations and activities | View record of console tasks performed by the console's users

View Security Logs
(=] View security logs

Console Internal Code
¥ Change Console Internal Code

D= Authorize Internal Code Changes
& Enable or disable console's change management services Manage console's internal code change levels

g Single Step Console inernal Code
Manage console's intsrnal code change levels in a single step

Configuration
ﬁ‘ Customize Outbound Connectivity

Cuslomize Remote Service
Y Customize remote service setings for the consols Customize remote upport outbound connectivity for the console

stus: Exceptions and Messages

E @& @

The Call-Home Server Consoles window is displayed.

@ Call-Home Server Consoles

- Local Console Configuration
Configure outbound connectivity from this console to IBM support

Configure.

~ Call-Home Server Consoles
The following call-home server consoles may handle call-home

requests submitted by this console:

Select |P Address or Host Name  Type Comment
@ 9601463 Discovered HMCichab

C  9.60.1564 Discovered HMCCOVDB
© 96015124 Discovered HMCCECO08

Add__ | |
MUse discovered call-home server consoles

OK |  Cancel | Help |

3. Click Configure. The Outbound Connectivity Settings window is displayed.
4. Ensure that Enable the local console as a call-home server is selected.
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11.
12.
13.

ﬁ Outbound Connectivity Settings

W Enable the local console as a call-home server

Internet
Options

(MUse SSL proxy connection to internet

Hostname or address: +#|9.60,12.45
Port: #8080

|__IResolve IP addresses on console

[JUse SSL proxy authentication

User: *
Password: #
Confirm password: #

Internet protocol+ | IPv4 j

Test...

OK |  Apply | | Cancel | | Help |

. Verify if connection is through a proxy server.

- If yes (from step 6 in Table 3 on page 6), continue with step 6.

- If no, go to step 11.

. In the Address field, enter the IP address 9.60.12.45. In the Port field, enter the port address 8080

(use values from step 7 in Table 3 on page 6).

. Determine whether the rules of the HTTP proxy configuration at the customer installation permit IP

addresses to be used as the target of the mod_proxy (from step 10 in Table 3 on page 6). If they are
permitted, then select Resolve IBM IP addresses on console.

. Check if proxy authentication is required.

« If no, (from step 8 in Table 3 on page 6), go to step 11.

« If yes, continue with step 9.

. Select Use SSL Proxy Authentication . Enter the user name and password.
10.

In the Internet Protocol list, select IPv4 (from step 3 in Table 3 on page 6). Most customers will
connect to the IPv4 Internet only.

Click Test. The Test Internet window is displayed.
Click Start to verify that a broadband RSF connection can be made.
A series of information messages display in the Test Status message box :
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ﬁ Test Internet

Test Status
Connectivity test beginning

DNS Enabled: Yes

Internet protocel: IPv4
Proxy: 9.60.12.45:8080
Resolve IPs on console: No

Creating new Connection

Service: ZRSF_CONNECTION_TEST (zRSFConnectionTest)

Priority: HIGH

Timeout (ms): 120000

Attempting to use an IPv4 connection to the enhanced Support System
Connecting to https://esupport.ibm.com...

GET: https://esupport.ibm.com/eccedge/ent’zhwmgmt/remote/support/index.jsp
IPv4 connection opened successfully to the enhanced Support System

Running test transaction to the enhanced Support System ...

Estimated upload speed: 24 Mbit/s - OK

Estimated download speed: 18 Mbit/s - OK

This HMC and all managed systems are entitled for service.

Testtransaction completed: Remote support call generated on BJDTH1 completed suceessfully by server
BJDTH1({192.168.42.11).

Test completed successfully.

Start | | Stop | | Cancel | | Help |

14. If the connection is successful, Test completed successfully is displayed.

Note: If there are as-yet-applied changes to the settings, the HMC will not run the test transaction. If
the connection test was successful, it will still end with a "partial" successful overall. You can then
return to the previous panel, Apply the changes, then re-run the Test, which will then perform the
test transaction.

15. If the connection was not successful, record the error message and click Help. The Test Internet help
window is displayed. Select Test Status. A list of common error messages are displayed. Follow the
instructions on the window.

Frequently asked questions (FAQ)

Following is a set of questions and answers regarding Remote Support Facility (RSF) security on Hardware
Management Console version 2.15.0.

Note: These FAQs are intended to address most security questions. For additional information, have your
IBM service representative document your question into a PMH record for Product Engineering to answer.

Does IBM initiate a connection into a customer system with Hardware Management Console?

No. Remote support connections for service are always initiated by the customer’s Hardware
Management Console to IBM. An inbound connection is never initiated from the IBM Service Support
System.

How are RSF connections made?

Through Internet connection. All communications are handled through TCP sockets initiated by the
Hardware Management Console and use a high-grade TLS to encrypt the data that is transmitted. The
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destination TCP/IP addresses are published to enable you to set up firewalls to allow connection. The
IBM Service Support System uses standard HTTPS protocols.

How does the IBM Service Support System validate the incoming connection?

The IBM Service Support System validates that the incoming requesting system is known and authorized,
or the connection is terminated. There are two different validations for each incoming connection:

« The Hardware Management Console validates the trusted host by a digital signature issued for the IBM
Service Support System when initializing the TLS encrypted connection.

« The IBM Service Support System also validates decrypted data from the Hardware Management
Console and performs an entitlement check.

What data is transferred through the RSF connection?

All data transferred is for service use only. No customer data is transferred.

Is data transferred from IBM to the customer system encrypted?

Yes. All data transferred from IBM to the customer system is encrypted and checked prior to use.
What level of TLS encryption is used by the Hardware Management Console?

ALl HMC communications with the IBM Service Support System are via TLS 1.2 socket connections. The
cipher specification for each connection is available in the HMC Audit Log.

Are the RSF data exchange protocols published?
No. All the data exchange protocols are proprietary to IBM service and not published.
Does the Hardware Management Console have an internal firewall?

The Hardware Management Console enhancements included an always active internal firewall that has
default policy of blocking all inbound ports. Specific ports are only enabled as needed based on the IP
addresses of the defined CPCs and enabled services (such as web browser access).

What are the bandwidth requirements for the HMC?

It is recommended that the HMC have at least a 10 Mbps internet connection available, for which a 5 GB
file download would take approximately 1 hour. Hardware Management Console (HMC) version 2.15.0
provides you with the option to download full system firmware images (AROMs) over the internet. The
image files can be as large as 10 GB in size. Depending on the bandwidth available to the HMC or proxy
servers that are used for RSF, downloads may take several hours to complete.

Is there customer access to the underlying system of the Hardware Management Console?
No. The Hardware Management Console is a closed platform and only IBM can put code on the system.
What servers are supported on the new Hardware Management Console?

Version 2.15.0 supports:

Server Machine Type
z13°, z13s° 2964, 2965
IBM LinuxONE Emperor, IBM LinuxONE 2964, 2965
Rockhopper
z14, z14 ZR1 3906, 3907
IBM LinuxONE Emperor II, IBM LinuxONE 3906, 3907
Rockhopper II
z15™ 8561, 8562
IBM LinuxONE III 8561, 8562

Can the Hardware Management Console connect using a NAT router to the Internet?
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Yes. No Hardware Management Console configuration is required.
Does the Hardware Management Console support HTTP proxy or proxy in general?

It requires the HTTP Proxy which must support the basic proxy header functions (RFC 2616) and the
CONNECT method.

What operating system is used for the Hardware Management Console?
An IBM proprietary imbedded operating system is used.
If I require additional information not covered in this section, how can I get more information?

Request your IBM service representative to open a PMH record with your question. Product Engineering
will review your question and answer it.
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Appendix A. Notices

This information was developed for products and services offered in the US.

IBM may not offer the products, services, or features discussed in this document in other countries.
Consult your local IBM representative for information on the products and services currently available in
your area. Any reference to an IBM product, program, or service is not intended to state or imply that only
that IBM product, program, or service may be used. Any functionally equivalent product, program, or
service that does not infringe any IBM intellectual property right may be used instead. However, it is the
user's responsibility to evaluate and verify the operation of any non-IBM product, program, or service.

IBM may have patents or pending patent applications covering subject matter described in this
document. The furnishing of this document does not grant you any license to these patents. You can send
license inquiries, in writing, to:

IBM Director of Licensing

IBM Corporation

North Castle Drive, MD-NC119
Armonk, NY 10504-1785

us

INTERNATIONAL BUSINESS MACHINES CORPORATION PROVIDES THIS PUBLICATION "AS IS"
WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESS OR IMPLIED, INCLUDING, BUT NOT LIMITED TO,
THE IMPLIED WARRANTIES OF NON-INFRINGEMENT, MERCHANTABILITY OR FITNESS FOR A
PARTICULAR PURPOSE. Some jurisdictions do not allow disclaimer of express or implied warranties in
certain transactions, therefore, this statement may not apply to you.

This information could include technical inaccuracies or typographical errors. Changes are periodically
made to the information herein; these changes will be incorporated in new editions of the publication.
IBM may make improvements and/or changes in the product(s) and/or the program(s) described in this
publication at any time without notice.

Any references in this information to non-IBM websites are provided for convenience only and do not in
any manner serve as an endorsement of those websites. The materials at those websites are not part of
the materials for this IBM product and use of those websites is at your own risk.

IBM may use or distribute any of the information you provide in any way it believes appropriate without
incurring any obligation to you.

Information concerning non-IBM products was obtained from the suppliers of those products, their
published announcements or other publicly available sources. IBM has not tested those products and
cannot confirm the accuracy of performance, compatibility or any other claims related to non-IBM
products. Questions on the capabilities of non-IBM products should be addressed to the suppliers of
those products.

Statements regarding IBM's future direction or intent are subject to change or withdrawal without notice,
and represent goals and objectives only.

This information contains examples of data and reports used in daily business operations. To illustrate
them as completely as possible, the examples include the names of individuals, companies, brands, and
products. All of these names are fictitious and any similarity to actual people or business enterprise is
entirely coincidental.

Trademarks

IBM, the IBM logo, and ibm.com® are trademarks of International Business Machines Corp., registered in
many jurisdictions worldwide. Other product and service names might be trademarks of IBM or other
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companies. A current list of IBM trademarks is available on the web at "Copyright and trademark
information" at http://www.ibm.com/legal/copytrade.shtml.

Microsoft, Windows, and the Windows logo are trademarks of Microsoft Corporation in the United States,
other countries, or both.

The registered trademark Linux® is used pursuant to a sublicense from the Linux Foundation, the
exclusive licensee of Linus Torvalds, owner of the mark on a worldwide basis.

Other product and service names might be trademarks of IBM or other companies.

Class A Notices

The following Class A statements apply to this IBM product. The statement for other IBM products
intended for use with this product will appear in their accompanying manuals.

Federal Communications Commission (FCC) Statement

Note: This equipment has been tested and found to comply with the limits for a Class A digital device,
pursuant to Part 15 of the FCC Rules. These limits are designed to provide reasonable protection against
harmful interference when the equipment is operated in a commercial environment. This equipment
generates, uses, and can radiate radio frequency energy and, if not installed and used in accordance with
the instruction manual, may cause harmful interference to radio communications. Operation of this
equipment in a residential area is likely to cause harmful interference, in which case the user will be
required to correct the interference at his own expense.

Properly shielded and grounded cables and connectors must be used in order to meet FCC emission
limits. IBM is not responsible for any radio or television interference caused by using other than
recommended cables and connectors or by unauthorized changes or modifications to this equipment.
Unauthorized changes or modifications could void the user's authority to operate the equipment.

This device complies with Part 15 of the FCC rules. Operation is subject to the following two conditions:
(1) this device may not cause harmful interference, and (2) this device must accept any interference
received, including interference that may cause undesired operation.

Industry Canada Compliance Statement

This Class A digital apparatus complies with Canadian ICES-003.

Avis de conformité a la réglementation d'Industrie Canada

Cet appareil numérique de la classe A est conforme a la norme NMB-003 du Canada.

European Community Compliance Statement

This product is in conformity with the protection requirements of EU Council Directive 2014/30/EU on the
approximation of the laws of the Member States relating to electromagnetic compatibility. IBM cannot
accept responsibility for any failure to satisfy the protection requirements resulting from a non-
recommended modification of the product, including the fitting of non-IBM option cards.

This product has been tested and found to comply with the limits for Class A Information Technology
Equipment according to European Standard EN 55032. The limits for Class A equipment were derived for
commercial and industrial environments to provide reasonable protection against interference with
licensed communication equipment.

European Community contact:

IBM Deutschland GmbH

Technical Regulations, Department M372

IBM-Allee 1, 71139 Ehningen, Germany

Tele: +49 (0) 800 225 5423 or +49 (0) 180 331 3233
email: halloibm@de.ibm.com
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Warning: This is a Class A product. In a domestic environment, this product may cause radio
interference, in which case the user may be required to take adequate measures.

VCCI Statement - Japan

COEBZ. VA ABBENMERTYT. COEEEFRERBETERTS
CBBGEES|ERIToENDUET. ZOBSICIAEREI B NE
ERTALOBRENEEDSHVET, VCCI-A

The following is a summary of the Japanese VCCI statement above:

This is a Class A product based on the standard of the VCCI Council. If this equipment is used in a
domestic environment, radio interference may occur, in which case the user may be required to take
corrective actions.

Japan JIS C 61000-3-2 Compliance

(—+t) BFIBIREEZERGS SR BRI REN

BHRICEDSEHBANENME . Knowledge Centerdd & & =D
TR —&0

For products less than or equal to 20 A per phase, the following statement applies:

%Eﬁ)ﬁ%mﬂﬂ’fg JIS C 61000-3-2 #E&6a

For products greater than 20 A, single-phase, the following statements apply:

BIRERAUE IS C 61000-3-2 EAHR

AxEL, [BEXEFHSRETRET SHREROSFH IS
mRIOA RS2 WSiEE (BHRBFEEMEE) TY.

EEgHF : 6 (##, P F C@psft)

BE&RSE: 0

For products greater than 20 A per phase, three-phase, the following statements apply:

SIERBEFIUE IS C 61000-3-2 #EFAS

AREE [BEXSFIESETEET DIHEEFTROEMBIPHIT
WHA RS1> ] WRkiss: (SFREFELEHEE) TY,

Clfg53%8 : 5 (34, P F CEef)

]mEFRS 0
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Electromagnetic Interference (EMI) Statement - People's Republic of China

= B8
B A B S A SRR,
SRS R B T
X FEA T IR ERA AN
FH BRI ETITHER.

Declaration: This is a Class A product. In a domestic environment, this product may cause radio
interference, in which case the user may need to perform practical action.

Electromagnetic Interference (EMI) Statement - Taiwan
Y

CATHYHERE R &
JEAE R IR T AR R B > ¥
Re g R ATIE T 0 A8
FEHIT » L REF T
KRR L LG g oy H R o

The following is a summary of the Taiwan EMI statement above:

Warning: This is a Class A product. In a domestic environment, this product may cause radio
interference, in which case the user will be required to take adequate measures.

IBM Taiwan Contact Information:

£ FBM E i IR R Bt s 7 2 ¢

15 180 2 S 2 P 15 TR
£ T R B 7R3

o - 0800-016-888

Electromagnetic Interference (EMI) Statement - Korea

0l 201= HEEAS)I2E HIEEsEs & JJ/012U

EONKH = AFBAHE 0] 22 FOIGHAID| Hiatni, JtE 2l o)
NS M AESHS 28 SHO 2 BHLICH

Germany Compliance Statement

Deutschsprachiger EU Hinweis: Hinweis fiir Gerate der Klasse A EU-Richtlinie zur
Elektromagnetischen Vertraglichkeit
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Dieses Produkt entspricht den Schutzanforderungen der EU-Richtlinie 2014/30/EU zur Angleichung der
Rechtsvorschriften tiber die elektromagnetische Vertraglichkeit in den EU-Mitgliedsstaaten und halt die
Grenzwerte der EN 55032 Klasse A ein.

Um dieses sicherzustellen, sind die Gerate wie in den Handbiichern beschrieben zu installieren und zu
betreiben. Des Weiteren diirfen auch nur von der IBM empfohlene Kabel angeschlossen werden. IBM
Ubernimmt keine Verantwortung fiir die Einhaltung der Schutzanforderungen, wenn das Produkt ohne
Zustimmung von IBM verandert bzw. wenn Erweiterungskomponenten von Fremdherstellern ohne
Empfehlung von IBM gesteckt/eingebaut werden.

EN 55032 Klasse A Gerate missen mit folgendem Warnhinweis versehen werden:

"Warnung: Dieses ist eine Einrichtung der Klasse A. Diese Einrichtung kann im Wohnbereich Funk-
Stérungen verursachen; in diesem Fall kann vom Betreiber verlangt werden, angemessene Mafsnhahmen
zu ergreifen und dafir aufzukommen."

Deutschland: Einhaltung des Gesetzes iiber die elektromagnetische Vertraglichkeit von Geraten

Dieses Produkt entspricht dem "Gesetz liber die elektromagnetische Vertraglichkeit von Geraten
(EMVG)". Dies ist die Umsetzung der EU-Richtlinie 2014/30/EU in der Bundesrepublik Deutschland.

Zulassungshescheinigung laut dem Deutschen Gesetz iiber die elektromagnetische Vertraglichkeit
von Geraten (EMVG) (bzw. der EMC EG Richtlinie 2014/30/EU) fiir Gerate der Klasse A

Dieses Gerét ist berechtigt, in Ubereinstimmung mit dem Deutschen EMVG das EG-Konformitatszeichen -
CE - zu fuhren.

Verantwortlich fir die Einhaltung der EMV Vorschriften ist der Hersteller:
International Business Machines Corp.

New Orchard Road

Armonk, New York 10504

Tel: 914-499-1900

Der verantwortliche Ansprechpartner des Herstellers in der EU ist:
IBM Deutschland GmbH

Technical Regulations, Abteilung M372

IBM-Allee 1, 71139 Ehningen, Germany

Tel: +49 (0) 800 225 5423 or +49 (0) 180 331 3233

email: halloibm@de.ibm.com

Generelle Informationen:

Das Gerat erfiillt die Schutzanforderungen nach EN 55024 und EN 55032 Klasse A.

Electromagnetic Interference (EMI) Statement - Russia

BHMMAHWE! HacTosawee nagenuve oTHOCUTCA K Knaccy A,

B Xunbix NnoMelleHnax OHO MOXET co3faBaTk paguonomexu, ans
CHMXEeHWA KOTOPbLIX HeobxoAuMbl JONONHUTENBHBIE MEpbI
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